Bumunar. Kak He nmonmacrs HA VIIOBKH
KHOEePMONIEHHUKOB

B aT10ii crathe MBI pacckaxkeMm Oosiee moJAPoOHO O crocoOe MPUMEHEHUS
HAaIlINX YKPAJCHHBIX WM CIy4YalHO YTEKIIUX ITAHHBIX, KOTOPbIA, HECMOTPS Ha
MHOXkeCTBO npenynpexaeHuii B CMU u ot 0aHKOB, MO-IPEKHEMY NPUHOCUT
JIETKUE JEHBI'M MOIICHHUKAM.

Peub moitner o BummHre (anri. vishing, or Voice phishing) — merone
MOILICHHUYECTBA C MNPUMEHEHHEM COLMAIbHOW HWHXKEHEPUHU, CYThb KOTOPOTO
3aKJII0YaeTcsl B Tele(OHHOW KOMMYHUKAIIMHM, BBEACHHUU B 3a0IIyXKICHHE,
MIPETBOPSISICH COTPYIHUKOM OaHKa, TOKyHaTeJIeM U Tak Jajiee, 1 BBIMaHUBaHUU
MOJ  pasHbIMH  OpeQjIoramMyd Yy  JepKarens  IUIATEKHOW  KapThl
KOH(QUICHIIMAIBHON WHPOpMAIMU WIA CTUMYJIUPOBAHUM K COBEPIICHUIO
OMPE/ICIICHHBIX JEUCTBUNA CO CBOUM OAaHKOBCKUM CUETOM W/WJIU TIIATEKHOMU
KapTOMu.

JIaHHBI TUII MOIICHHUYECTBA CTall OYEHb AKTUBHO NPUMEHSTHCA B
oTHoIeHnU Tpaxaan Pecryonuku benapych ¢ 2019 roga. 3BOHST yare BCero
CO CKPBITOTO, TMMOXO0KET0 Ha HACTOSIINK HOMep OaHKa MO0 MOJAMEHEHHOTO C
MOMOMUIBIO CHEHAIBHOTO MPOrpaMMHOTro obecredeHus (To eCTh 0ToOpakaeTcs
IIPY 3BOHKE HACTOSIINI HOMEp 0aHKOBCKOM CITy>k0bI). [I[prueM CTOUT OTMETHUTH
OYECHb BaXHBIH MOMEHT, KOTOPBIM 3HAYUTEIBHO TIOBBIIIAET JOBEPUE K
MOIIICHHUKY. 3BOHS, OH y>K€ 3HAET YacTh WK BECh HOMEp KapTOUKHU, YCIyTramMu
Kakoro OaHKa TOJIb3YyEeTCs YEJIOBEK, a TaKKe MOXKET OOpaTUThCS 10 UMEHHU U
OTYECTBY.



Cpasy BO3HHMKAET JIOTUYHBIM U PE30HHBIN BOMPOC: OTKyAa Y MOIICHHUKA
MOKET OBITh CTOJIbKO MH(pOpMaIuu o0 yenoBeke? OTBET Ha HEro MPOCT, BULITMHT
BCErJla HAYMHAETCA C TOJIYYeHHsI CBEJICHUN O Oyayiei >keptBe. McTouHUKH
MOT'YT OBITh CaMbI€ pa3HOOOpa3HbIE:

> YTeukH KIUCHTCKUX W/WIM TOJh30BaTEIbCKUX 0a3 cailToB, (OpyMOB,
4aTOB, COOOIIECTB B COICETSX, TOPrOBBIX IUIOIIAJIOK, OHJIAWH WUIP,
MHTEPHET-Mara3uHoB, 0AHKOB M MHOTHUX JIPyTHX, HE OOECIEUYMBAIOIINX
JIOJDKHBIM YPOBEHb 3aIUTHI JJISI MPEIOCTAaBICHHON HHGOpPMAlUM WU
TOPTYyIOLIME/OOMEHUBAIOIINECS €10. XajJaTHOE OTHOIICHHUE BJIA/ICINIbIIEB
yKa3aHHBIX 0a3 K JIOBEPEHHBIM JaHHBIM IO3BOJISET 3JI0YMBIIIJICHHUKAM
MIOCTOSIHHO OOHOBJISITH M MOTIOJIHATH CBOM CIMCKH JKEPTB, TaK Kak ceryac
BO BCEM MHUpE, HayuHasg OT HMHAMBUIAYAIBHOTO NpPEANpPUHUMATENS U
3aKaHYMBas KPYMHBIMU OPraHU3AlUSIMU YAaCTHOTO U TOCYJApPCTBEHHOTO
CEKTOpPOB, BCE COOMPAIOT U XPaHST HAIlM MEePCOHAJIbHBIC JIAaHHBIC, B TOM
Yyucjae MNacnopTHhle M OAHKOBCKHME, HO HE BCE HCHOJB3YIOT HUX B
3asBJICHHBIX 1EJIAX WJIW 3alUIIAI0T KaK CJIeayerT.

» llomyueHne CBEICHHWA U3 OTKPBITBIX HCTOYHHKOB, HaIpHUMeED,
OTKPBITBIX CTPAHMI] COIICETEH WM OOBSIBICHUN TOPTOBBIX ILJIOMIAIOK.
PacnipocTpaHeHsl ciydan BHUIIMHTOBBIX 3BOHKOB TMOCTE ITyOJUKAIUU
OOBSABIICHH SIKOOBI 11O TTOBOAY MOKYITKH TOBapa.

» DUIINHT.

» O0Jaunble XpaHuauma. V3-3a HeHaCTPOCHHBIX (PYHKIUI IPUBATHOCTH,
r7Ie MOTYT XpaHUTbCs portorpaduu TOKYMEHTOB U WHBIC MEPCOHAJILHbBIC
JTaHHBIE.

» ConuajbHble ceTd. Ha cTpanuiax mosib3oBaresiell COIMaNbHBIX CETEH B
OTKPBITOM  JIOCTYII€ HAXOAUTCA OTPOMHOE KOJWUYECTBO JIMYHOU
uH(popManuu, TaHHYI0 WHPOPMAIIHIO, TTOJIH30BATEIN, HE 3a{yMBIBAsCh O
MOCJIEACTBUSIX, MPEIOCTABIISIIOT B OTKPHITOM BHUJIE 3JI0YMBIIIUICHHUKAM.

» PaznmuuHble COMHUTEIbHBIE M HEMPOBEPCHHBIC (POPYMBI, IJIOMIAIKH,
cailiTbl, HWHTEPHET-MATa3uHbl, OHJAIH WIPbl COOUPAIOT BallU
pPErUCTpallMOHHbIC JaHHbIE O OaHKOBCKMX KapTax U JIpyrue, He
oOecrieurBasi JTOJDKHBIA YPOBEHb 3alllUTBl JJIsi  TPEIOCTaBICHHOMN
uHpopManuu 1u60 6aHaTBLHO TOPTYS €10.

» Kpaxka JaHHBIX C M0JIb30BAaTEJbCKUX YCTPOICTB (TelIe(OH, IIaHIIET,
I[IK w T.40.) mnocne 3apakeHusi BPEIOHOCHBIMH MPHIOKECHHUSIMU,
pacrpoCTpaHIeMbIMU KHOEPIPECTYTHUKAMU.

B kadecTBe mpuMepa BUIIIMHTAa MOKHO MPUBECTH CIIy4yai, KOrJa KIUEHTY
ONHOTO #3 OaHKOB TIO3BOHWUJ HEM3BECTHBIM MY)XYMHA M MPEICTaBUIICS
COTPYJIHUKOM CIIy»Obl Oe3omacHOCTH. OH COOOHIMI O TOM, YTO AaKKayHT
WHTEPHET-OAHKUHTAa B3JIOMaH M CeldYac MPOUCXOAUT Kpaxa JICHET CO CueTa.
Jlns Toro, 4roObl 3a0JOKMpPOBaTh OAHKWHT, HEOOXOJMMO COOOIIWUTH JIOTHH H
napoJib, a MOTOM JJIsi MOATBEPKICHUSI TOTO, YTO MMEHHO KJIMEHT SIBJISIETCS



BIIAJEJIBIIEM AKKayHTa, Ha3BaTb «CEKPETHBIM KOI», KOTOPBIM IPUAET €My Ha
TenedoH. McnyraBmuch, KIMEHT CAENal BCe, KaK MPOCUI «COTPYJIHUK OaHKay,
U II0CJE ATOr0 €My IIPUIUIO ONOBEUIEHUE O CIHCAHMM CO CYETa KPYIHOU
CYMMBI JICHET.

Takum o0Opa3zoM, Bcerna HY>XHO OBITh HA4eKy M MOMHHUTH, OaHKaM HET
HEOOXOJIMMOCTH TaK IMOCTYIaTh, MOTOMY YTO, BO-TIEPBBIX, AOCOJIOTHO BCS
uHpOpMaIMsI O CBOMX KJIMEHTax (c4yeTa, HoMepa KapT, OalaHC, KOJbI U T. 1.) Y
HUX €CTh, BO-BTOPBIX, OHM CIOCOOHBI 0€3 Ballero y4dacTus MPOBOAUTH
orepanuu no 0JIOKMPOBKE MEPEBOIOB, CUETOB, AKKAYHTOB U HE TOJIBKO.

B cimydae BO3HHMKHOBEHHsS  MaJEWIIEr0 MOJO3PEHUS, YTO  BBI
pa3roBapuBaeTe HE C COTPYAHUKOM OaHKa, IPOCTO 3aBEPIIUTE PA3rOBOP U CAMU
NEPE3BOHUTE IO HOMEpY TeledoHa ¢ OpUUMATBHOIO caiTa JJIsl YTOUHEHUs
BCEX BOMPOCOB JIMOO COOOIINTE O MOMBITKE YKPACTh Y BaC JAHHBIC WU JICHBIH.
Tak>ke, eciiu BaM yAaJIoCh MPEcedb TaKyI0 MONBITKY JIMOO MPECTYIMHUKY BCE K
yAQJIOCh  MOJYyYUTb OT  Bac  JKEJIAaeMoe, MOXHO  OOpaTUThCi B
IPaBOOXPAHUTEIbHBIE OpraHbl C 3asBJICHUEM O IIOMNBITKE/COBEPIICHUNA B
OTHOLLIEHUH BAC MPECTYIUICHUS.

3apascTByinTe,
Cnyx6a 6e3onacHocTH

HewussecTtHbin

HoMEp 6aHKa becrnokowuT...

PekomeHaaLnK

B coBpemMeHHOM MUpE HEBO3MOXKHO TapaHTHUPOBAHHO yOepedb cedsi oT
YTEUKH TMEPCOHAIBHBIX JAHHBIX, a, CJIE€IOBATEIbHO, U MOIMBITOK HCIOJIb30BaTh
uX MPOTUB HAac (0OMaHyTh, YKPAcTh NIEHbIUW WIHM TMOACTaBUTH), TAK KaK B TEX
WIM  WHBIX  CUTyalMsX  HMX  TpeJocTaBlieHue  oOs3aTenbHO,  a
CKOMIIPOMETUPOBAHA MOXET OBITh HWH(OpPMAIMOHHAS CUCTeMa JI000H
KOMIIAaHUU WX OpraHu3anuu. Ho MOXHO 3HAYUTEIIbHO CHHU3UTh BEPOSITHOCTH
BO3HUKHOBEHHMsI TIOJJOOHBIX cHUTyaluil. JIOCTHYh 3TOr0 MOXHO JIUIIb 32 CYET
OTBETCTBEHHOT'O Y BHUMATEIHHOT'O OTHOIIIEHUSI K CBOUM JaHHBIM:

» Bcerna cobmonate Mephl IIU(POBOI THTUEHBI.
> BbITh OMUTEIBHBIM B OTHONIICHHWH IEPEAaud U TPEIOCTABIICHUS JTHOOBIX
MEPCOHAIIbHBIX TAHHBIX.



» He BBIKJIaIbIBaTh B IyOJIMYHBIN TOCTYII.

» He mepemaBaTh W HE OTHPABISITh IO TMOYTE€ WIM B MECCEHIKepax
CBEIICHUS U3 JIOKYMEHTOB, a TakKke HX CKaHbl U ¢ororpaduu
COMHUTEJIbHBIM u HENPOBEPEHHBIM cepBUCaM, Mara3uHam,
OpraHU3aMsIM, HE3HAKOMBIM JFOSIM.

» [locTaparhbCs UCKIIFOYHUTH CITy4Yau MEePEChUIKU JaHHBIX Ta)Ke 3HAKOMOMY U
HAJIe)KHOMY KOHTAKTy, KOTOPOMY OHHM HEOOXOJWMBbI, Hampumep, s
obopmIIEeHUS JTOKYMEHTOB, TMOCKOJBbKY Bbl HE CMOXKETE MPOCIEIUTD,
OyIyT N Ballud JaHHBIC TEPENpaBiICHbl Jajiee MOCTOPOHHUM JIIOISM.
Ecnu anpTepHaTMBHOTO crnoco0a mepenarbh JaHHBIE HET, TO TMOCTe
UCIIOJIb30BAHUS OTIPABUTENIO U MOJYyYaTe0 HEOOXOIUMO YIAIUTh UX C
MIOYTOBOI'O CEPBEPA, a MPH MEPEChUIKE CKaHOB U (poTorpaduii JoKkymeHTa
PEKOMEHIYETCSl CTaBUTh HEMOCPEACTBEHHO HA HUX MOMETKY (Hampumep,
BOJIIHOW 3HAK), C KaKOW IEIbI0 OHU MEPEeCchUIaloTCs, YTOOBI CIOKHEE
OBLIIO UCIIOJIB30BaTh B MPECTYIMHBIX LEIAX.
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[loaBeaem UTOrn 1 BblaeMM OCHOBHOE.

B m100bIx cuTyanusx, mOpoBOAsl Kakue-JIMOO ACHUCTBUS C JIEHEKHBIMU
CpElICTBaMH  TIOJIb30BATEIsIM  HEOOXOAMMO  COONIOJATh  MOBBIIICHHYIO
ocTopoxHOCTh. banku He 3amnpammuBaior CVV-koabl (¢ 00paTHON CTOPOHBI
KapThl) win koAel U3 CMC, a Takke WHYI NEpPCOHAIbHYIO HH(OpMAaIuio.
Kpome Toro, mosib30BaTesisiM HEb3sl MEPEXOAUThH M0 COMHUTENIbHBIM CChLIKAM
3 CMC wunm nuceM B HMHTEPHET-pECypcax, COLMAIbHBIX CETSIX W
MECCEHKepaxX: OHU MOTYT BECTH HAa MOIIEHHUYECKUE CANTHI.

[Io pexkomeHganusaM OAHKOBCKUX YUYPEKIACHUW, KIUEHTHI, KOTOPBHIM
MOCTyNaeT 3BOHOK W3 0aHKa, JOJDKHBI oOpaliaTh BHUMaHUE Ha MaHEpPY
OOIIIeHUST COTPYAHUKOB. MOIIIEHHUKH MOCTAPAIOTCsI BCEMU CIIOCOOaMU yOeIUTh
KJIMEHTa MPOJO0JKATh pa3roBOp. A Hacrodilas ciyx0a 0e30macHOCTH OaHKa
HUKOT]1a He OyJIeT BO3paKaTh, €CJIM KJIMEHT 3aX04eT MEPE3BOHUTH MO3KE.



Ecnu MOlIEeHHUKH BCe e YKpalld JEHbIM CO CcueTa KJIMEHTA, HYXHO B
KpaTyaliime CpoKd COOOUIUTh OAHKY O HECAaHKIIMOHUPOBAHHOM NEPEBOJE U
3a0J0KMpoBaTh KapTy. Eciu monb3oBaTenh HE  Hapymuia — IpaBuia
0e3omacHOCTH, OaHKK O0s3aHbl BEPHYTh KIWEHTY JeHbrU. OJIHAKO CIIOMXKHO
TOBOPUTH O BO3BpaTe, KOTJAAa KIWEHT HapyIlaeT IMpaBuUjia TOJb30BaHUS
WHTEpPHET-0aHKOM: COOOIIAaET CBOM JaHHbIC ISl BXOJa B OHJIAMH-0AHK U KOJIbI
MOATBEPKICHUS] MOIICHHMKaM. B Takux ciaydasx BC€ 3aBHCHUT OT THIA
TpaH3aKUUMU M YNAJIOCh JIU €€ OCTAHOBUTh AHTH(PPOI-cMcTeMam, JHOO OHa
yIILia.

[Tosnb30Barensm, CTOJIKHYBIIUMCS Cc HEYIAaYHOU TMOTBITKOM
MOIIIEHHUYECTBA, TAK)KE pEKOMEHIyeTcs ooparaTbes B 0aHk. Takum oOpasom,
OaHK Y3HAEeT O HOBBIX CIIOCOOAX MOIIIEHHUYECTBA U X MPeAoTBpaIaeT. Takxke
UMEET CMBIC]I COOOIIATh O 3JIOYMBINIJICHHUKAX ONepaTopaM CBSI3U: Y HUX €CTh
BO3MOKHOCTB OTCJICTUTH U 3a0JIOKUPOBATh 3BOHKH C HOMEPOB MOIIICHHHKOB.

Yemex wiM  HeyJada  BUIIMHTOBBIX ~ MOIICHHUKOB — MPAKTHYECKHU
MOJIHOCTHIO  3aBUCUT OT TMPOCBEIIEHHOCTM W TPAaMOTHOCTH B  cdepe
uH()OpPMAIIMOHHON 0€30MacHOCTH TpaxaaH. TakoM o0pa3oM, eciu KIHUEHT
Oynmer OAWTENeH W OCTOPOXKEH, TO BEPOSTHOCTh XHIIEHUS C €ro KapThl
JICHEKHBIX CPEACTB CTPEMUTHCS K HYJIIO.

HE PACCKA3LIBAN!

* [InH-KO/1 OT KapThl

#CVV (3-x saHavYHBIH
KOJL Ha 0DOPOTHOI
CTOPOHE KapThl)

* banaHe Ha kapre

# JlormH n napoJas or
MHTCPHET-0aHKHHTA

* CpoK /1eHeTBUA KAPThI

* [Tacnoprunie JJaHHbIe




[MPU NOAYHEHUU TEAEGOHHOTO 3BOHKA U/TKU CMC OT AROGI

G £

COTPY/AHMKa BaHKa noAMLMK
NeHCMOHHOro GOoHAa ' MoKynaTe/1f BaLlero
TOBapa B MHTepHeTe

HU B KOEM CAYYAE HE PACKPbIBAMTE CEKPETHbIE AAHHBIE

5"- napoau 13 Bank***
W= CMC-coobLeHunit 6aHKa 047583

©7 Koa CVV2/CVC2

- o
CPOK A€UCTBUA KapTbl G

JTO MNO3BO/IUT He CTaTb }KepTBOﬁ
MOLWEHHNKOB U COXPaHUTb CBOU CpeACTBd
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I PLAD A AN LATL 1
TMBO COOBLUUTD PIN

CoTpyaAHHKH 6aHKa HHKOIAA He

NONPOCAT y Bac AaHHbie NO Kapre. A
4TO6b! Y6 ANTHCA, YTO 3BOHOK 6bin
OT MOLEHHHKOB, HY)KHO 3BOHHTb Ha
odrUHANbHDbIA HOMEp Bawero
6aHKa.

BaHKu HUKOIAA HE 3BOHAT CaMK, YToObI
CAPOCUTDL NO TenedoHy: NONHLIA HOMep
KapTouKH; cpox ee aencreun; CVC/CVV;
NOTHH M NAPONb K HHTEPHET-6aHKHHIY;
KOAOBOE CNOBO, Koa W3 SMS-coobuiennn.

Ha naHnYecKoe 3aABNEHHE O TOM, YTO C
BaleR KapTOH cepbesHan npobnema
NYYWHA oreeT: «Ceivac NO3BOHIO HAK
CXOXY B 6aHK, NTOGBI NPOBEPHUTD ITO
NUYHO», ByabTe yBepeHb! ~ 3BOHALWMA TYT
e OTKNIONHTCH, ITO ONEeHb
PacnpoCTPAHEHHan YNOBKA ~ HaNyraTb
Bafenbua Kaprbl.
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YYACTWINCb CJTYYAN

TEJIEDOHHOT 0 MOLLEHHWYECTBA!

MOLLEHHUK MOXET W HASBATD
MPEACTABUTBCA:  MPUYUHY 3BOHKA:

» CoTpyAHukom baHka * Bawa kapTta
3a6A0KHMpOBAHQ
* COTPYAHUKOM CAYXOblI
6e3onacHocTH 6aHKa e B OTHOWEeHUU BALLEH
» COTPYAHMKOM GOAbHULLbI KapTbl NPEANPUHMMAIOTCA

MOLLUEHHUYECKHE AEUCTBUS
» COTpyAHUKOM

GAQroTBOPUTEABHOM » BawemMy poACTBEHHUKY

opraHusauum HY>XHQ MOMOLLLb

UAU A€HEeHUe
* POACTBEHHUKOM

* BaM NOAOXEHO OTCpOoYKa

OH MOXKET NOMPOCUTE: o toew v nocosne

ACGHHbIE KApPThbl: MapoAb: NepeBecTu A€HbIU:
f=———=1]
] 1006 kum
* HOMEP KapThbl * OT UHTEPHEeT-0aHKQ; ¢ HO CNEeUMAAbHbIN
« CVV/CVC-koa * u3 SMS-coobuieHus CHEeT UAU KapTY,
» PIN-koA v (AAS BXOAQ B rae oHu ByAyT
* CPOK AEUCTBUSA MHTEPHET-OAHK UAM B 6e3onacHocTH
KapTbl MOATBEPXKAEHMS
onepaumn)

» COOOLWLaNUTE HUKOMY ACHHbIE KAPTbI

« COOOLLAUTE HUKOMY NAPOAU U KOAbI M3 SMS

« BbINOAHAUTE A€UCTBUA C BAHKOBCKOM
KAPTOM NO Npocbbe TpeTbUux AUL,




| |yyAcTinmCh CRYYAK

TENEDOHHOI 0 MOLEHHWYECTBA!

MOLLIEHHYK WLHE BEOUTECh HA
MOXET HA C/IBAN!

NNPEACTABUTBLCA: MOLLEHHUKA:
« CoTpyaHukom baHka * Bawa kapTta
3a6A0kupoBaHa
COTPYAHUKOM CAYXObI
6e3onacHoCTHU 6QHKO « B oTHOWEHUU Bameﬁ
» COTPYAHUKOM GOABHULLbI KapThi RPSANPHHUMAIOTCA
MOLUEHHUYECKUe AeUCTBUSA
« COTpyAHUKOM
GAAQroTBOPUTEABHOM « Bawemy poACTBEHHUKY
OPraHM3auum HY>XXHO NOMOLLb
UAU A€YEHUe

* POACTBEHHUKOM
* BaM noAoXeHa oTCpoYKa

U0 ST NONPOCUTD: 10 KpeANTY HAH OGO

AQHHbIE KAPTbI: MNapoAs: NepeBecTU A€HbIU:
En o -5

* HOMEP KapThl e OTUHTEPHeT-6AaHKA; . Ha CrnewUaAbHbIN
« CVV/CVC-koa U3 SMS-coobuweHus CYET MAM KapTY,
« PIN-xkoA (AAS BXOAQ B rAe OHU ByAyT
* CPOK A€UCTBUA MHTEPHET-OAHK MAM B 6€30NaCHOCTH

KapTbl MOATBEPXKAEHMSA

onepaumm)

- COOBULANTE HUKOMY ACHHbIE KApPTbl

- COOOLLLANTE HUKOMY NAPOAU U KOAbI M3 SMS

- BbIMOAHAUTE AUCTBUA C OAHKOBCKOM
KQpPTOM No npocbbe TpeTbux AuL,




